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Plan

 Comparative Anti-Bribery Legislation (with
Turkish practice)

" HE WHO FaILS | -,
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FALL

* Analysis on Corruption & Fraud

e Coffee Break

- WINSTON CHURCHILL v

* Third party integrity risk management

* Implementation of third party integrity
risk management program

This presentation is prepared by Altug Ozgiin for TEID.
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Integrity, Ethics and Compliance e ar Do
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Compliance is a Culture, Not Just a Policy !

Brent Snyder, U.S. Department of Justice

™~

This presentation is prepared by Altug Ozgiin for TEID.



Ftik ve Itibar Dernegi

Rusvet kavrami

TDK: Yaptirilmak istenen bir iste yasa disi kolaylik ve cabukluk
saglanmasi icin bir kimseye mal veya para olarak saglanan cikar.

Turk Ceza Kanunu madde 252: Gorevinin ifasiyla ilgili bir isi yapmasi
veya yapmamasi icin, dogrudan veya aracilar vasitasiyla, bir kamu
gorevlisine veya gosterecegi bir baska kisiye menfaat saglanmasi

YABANCI LITERATURDE KULLANILAN BAZI KAVRAMLAR
* Bribery — Rlsvet

e Kickback — komisyon rusveti (6rnek: ana sirkete hizmet veren tedarikginin sirkete kestigi
fatura Uzerinden ana sirket calisaninin komisyon adiyla riisvet almasi)

* Payoff — rtisvet alma
* Faciliation payment (grease payment) - kolaylastirici 6deme

e Extortion —irtikap (memurun zorlama ve benzeri hallerle karsi tarafin zor durumundan
yararlanip ¢ikar elde etmesi)

This presentation is prepared by Altug Ozgiin for TEID.
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Global Yolsuzlukla MUcadele Yasalari ~ «wiess

* ABD Foreign Corrupt Practices Act (FCPA), 1977
* UK BRIBERY ACT 2010

* BREZILYA Clean Company Act 2014

* FRANSA - LOI SAPIN 11 2016

* ALMANYA Law on Fighting Corruption 2015

* G. AFRIKA Prevention and Combating of Corrupt
Activities Act, 2004

« KARADAG Law on Prevention of Corruption 2016
* Rusya Federal Anti-Corruption Law No:273 - 2013

This presentation is prepared by Altug Ozgiin for TEID.
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FCPA -Foreign Corrupt Practices Act

(ABD Yabanci Yolsuzluk Uygulamalari Kanunu 1977 (revizyon 1988 — 1998)

* Uluslararasi etki: Kapsam icindeki sirketlerin kuruldugu
yere ve rusvetin verildigi Ulkeye bakilmaksizin cezaya
tabi tutuldugu genis etkisi olan bir kanundur.

e Kapsam: ABD sirketleri, ABD borsasina kote olan
yabanci sirketler, ABD vatandaslari veya ABD ile
baglantisi olmasa bile risvet 6demesinin ABD
topraklarinda veya ABD 6ddeme vasitalariile (dolar

transferiyle) yapilmasi
* Uygulayicilari: DOJ ve SEC

This presentation is prepared by Altug Ozgiin for TEID.
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FCPA ve Amerikan hukukuna esas bazi kavramlar

* Sikayetci(whistleblower) korumasi ve
sikayetcilere 6dul verilmesi

e Sorusturmanin ertelenmesi s6zlesmesi,
sorusturmanin bitmesi sd6zlesmesi ve

kendiliginden ifsa (Deferred prosecution
agreement, Non-prosecution agreement & self
disclosure)

* Yolsuzlukla elde edilen karlarin iadesi
(Disgorgement)

* Aktif Risvet

This presentation is prepared by Altug Ozgiin for TEID.



* Kolaylastirici 6deme istisnasi: memurun zaten yapacagi bir islemi

hizlandirmak ve sonu¢ almayi kolaylastirmak yabanci tlkede rutin devlet uygulamasi
ise ve asagidaki durumlarda sinirli olarak uygulanir)

* yabanci bir lGlkede is yapmak icin izin, lisans alinmasi;
* vize ve is emirleri gibi hikiimet belgelerinin islenmesi;

* sozlesme performansiile ilgili denetimleri veya mallarin tlke geneline gecisi ile ilgili teftisleri
saglamak;

» telefon hizmeti, glic ve su temini, yukleme ve bosaltma veya bozulabilir Grinleri veya mallari
bozulmadan korumak; veya v) benzer nitelikteki eylemler.

* Yere|l Hukuk Savunmasi

* lyi niyetli ve makul is gelistirme Harcamasi Savunmasi
 Pasif Rusvet suc kapsaminda degil

* Sadece yabanci kamu gorevlilerine rusvet bu kanun kapsaminda

This presentation is prepared by Altug Ozgiin for TEID.
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FPCA en yuksek bedel 6deyen ilk on sirket:*

. Telia Company AB (Sweden): $965 million in 2017.

. Siemens (Germany): S800 million in 2008.

. VimpelCom (Holland) $795 million in 2016.

. Alstom (France): $772 million in 2014.

. KBR / Halliburton (United States): $579 million in 2009.

. Teva Pharmaceutical (Israel): $519 million in 2016.

. Keppel Offshore & Marine Ltd.(Singapore): $422 million in 2017.
. Och-Ziff (United States): $412 million in 2016.

. BAE (UK): S400 million in 2010.

* 10. Total SA (France) $398 million in 2013.

°
O 0O NO UL B~ WDN -

*kaynak: http://www.fcpablog.com/blog/2017/12/26/keppel-offshore-lands-
seventh-on-our-top-ten-list.html



http://www.fcpablog.com/blog/2017/12/26/keppel-offshore-lands-seventh-on-our-top-ten-list.html

This

FPCA

Rusvet verilen Ulkeler arasinda
Turkiye’'nin de gectigi FCPA
sorusturmalarinda DPA imzalayan
sirketler:

- Smith & Wesson (2014)

- Tyco International (2012)

- Daimler AG (2010)

- York International Corp. (2007)
- Delta & Pine Land Co. (2007)

- Micrus Corp. (2005)

presentation is prepared by Altug Ozgiin for TEID.
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Sikayetcilerin bildirdigi Turkiye'deki
risvet iddialari Gzerine ABD
otoritelerine kendiliginden ifsa yapan
bazi sirketler:

- 3M (2010)
- Novartis (2016)
- Teradata (2017)



Son donem FCPA uygulamalari TEID®

Dialysis provider reserves $245 million for
FCPA settlement

By Richard L. Cassin | Tuesday, February 27, 2018 at 9:28AM

Fresenius Medical Care AG said in a securities

— FRESE"IUS filing Tuesday that it has set aside €200
million ($245 million) for a potential FCPA
w’  \EDICAL CARE

resolution with the DOJ and SEC.

A\
/ Fresenius, based in Homburg, Germany, said

the money "represents an estimate from a
range of potential outcomes.”

It said negotiations with the DOJ and SEC are continuing but haven't "vet
achieved an agreement-in-principle."”

Panasonic pays $280 million to resolve
FCPA offenses

By Richard L. Cassin | Monday, April 30, 2018 at 2:28PM

Panasonic agreed Monday to pay $280 million to
resolve FCPA offenses for payments to consultants of
its U.S. in-flight-entertainment unit in the Middle
East and Asia.

Panasonic

Osaka, Japan-based Panasonic Corporation will pay
$143 million in disgorgement to the Securities and

Exchange Commission.
This presentation is prepared by Altug Ozgiin for TEID.
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SocGen pays $585 million to resolve Libya
FCPA offenses

By Richard L. Cassin | Monday, June 4, 2018 at 1:08PM

In the first coordinated enforcement action by
| ETE the DOJ and French authorities in an overseas

SOC RALE corruption case, a Paris-based bank agreed
GENE Monday to settle charges that it paid over $Sgo
/ million in bribes to officials in Libya during the
Qaddafi regime.

In the United States, Société Générale S.A. (or SocGen) entered into a
deferred prosecution with the DOJ.

Credit Suisse pays DOJ $47 million to end
Asia princeling investigation

By Richard L. Cassin | Wednesday, June 6, 2018 at 8:28AM

Banking giant Credit Suisse Group AG said
Wednesday it has agreed to pay a $47 million

DIT SUISSE . penalty to the Justice Department to end an FCPA
investigation into hiring practices in Asia.

In a statement posted on the group's website, Credit Suisse's Hong Kong
unit said it reached a non-prosecution agreement with the DOJ regarding
recruitment practices in Asia between 2007 and 2013.
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UK BRIBERY ACT  Birlesik Krallik Rigvet =

Yasasi 2010

 Kapsam: ingiliz sirketleri veya Ingiltere’de operasyonu
bulunan yabanci sirketlere uygulaniyor.

* Cezalar: Kisiler icin 10 yila kadar hapis ve sirketler icin
risvetin boyutuna gore agir para cezalari dizenlenmis

* Uygulaciyi: Serious Fraud Office

e Sorusturmanin ertelenmesi s6zlesmesi imkani
* FCPA’den Farkh Hukimler:

 Ozelden Ozele riisvet de kanun kapsaminda
* Kolaylastirma 6demesi istisnasi yok

* Rusveti onlemede basarisizlik” (failure to prevent bribery) suc
kapsaminda sayilmis

This presentation is prepared by Altug Ozgiin for TEID.
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Rolls Royce vakasi

e Toplam ceza ABD, ingiltere ve Brezilya hiikimetlerine toplamda 800
milyon dolar para cezasi 6demeyi kabul etti.

* Serious Fraud Office, 4 yil boyunca sorusturma yapti, 30 milyon dokiiman
incelendi ve 200 kisi sorgulaniyor

e 1989 -2013 doneminde yabanci hukimet yetkililerine kamu ihaleleri
karsihginda 35 milyon dolar risvet verdigi ortaya cikarildi.

* Rolls Royce'un suclamalari kabul ettigi ifade edilen aciklamada, Cin,
Tayland, Brezilya, Hindistan, Rusya, Kazakistan, Azerbaycan, Angola,
Malezya, Nijerya ve Irakli hikiimet yetkililerinin sirketten rusvet aldigi
kaydedildi.

e Sirket subat 2017 de 4.6 bn Sterlin ile tarihinin en buyuk zararini acikladi

This presentation is prepared by Altug Ozgiin for TEID.



Clean Company Act

e Sirket sorumlulugu bakimindan en agir
yasa

 Kolaylastirici 6deme istisnasi yok

* Sirketin yillik cirosunun %20 sine kadar
kesilebilen cezalar

e Kasit aranmiyor; kusursuz sorumluluk
benzeri bir hal

This presentation is prepared by Altug Ozgiin for TEID.
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Petrobras Odebrecht

PETROBRA

OQO/PDEBRE.C]

REUTERS

Brezilya merkezli insaat devi Odebrecht, Latin Amerika kitasinin en blyuk insaat

Brezilya'da devlete ait petrol sirketi. 78 bin calisaniyla tlkede en fazla istihdam
saglayan firmalardan. Petrobras, 3 yildir tlkeyi sallayan yolsuzluk skandalinin
merkezinde bulunuyor. Petrobras, yolsuzluklar nedeniyle 2015 yilinda 2 milyar
dolar zarara ugradigini acikladi.

Petrobras'in eski ist diizey yoneticileri uzun hapis cezalarina mahkim oldular ve
su anda hapisteler.

This presentation is prepared by Altug Ozgiin for TEID.

sirketi. Sirket, Brezilya'daki ve bolgedeki diger tlkelerdeki sozlesmelerini saglama
almak icin yetkililere rigvet verdigini itiraf etti. 3,5 milyon dolar ceza ddemeyi kabul
etti.

Sirketin eski CEO'su Marcelo Odebrecht yolsuzluktan 19 yil hapse mahkeme oldu
ve hali hazirda hapiste bulunuyor.

Marcelo Odebrecht, Petrobras yetkililerne 30 milyon dolardan fazla risvet vermekle
suclanmyor. O ve 76 sirket yetkilisi, dava kapsaminda ceza indiriminden
yararlanmak icin ellerindeki bilgileri mahkemeyle paylasti.



Loi Sapin Il - Fransiz Yolsuzlukla Micadele IEIbDD@g

Ethics & Reputation Society

Yasasi 2016

e Kapsam: Fransa’da operasyonu bulunan, ¢alisan sayisi
500°den fazla ve en az ortalama yillik 100mn-Avro Ustlinde
geliri olan tum sirketlerin Fransa ve diger Ulkelerde yaptigi
yolsuzluklara karsi uygulanir.

* Cezalar: kisiler icin 10 yila varan hapis cezasi ve isletmeler icin
5 milyon Avro’ya varan para cezasi - Uyum programi
olusturmasi gerekirken buna aykiri davranan sirket
yoneticileri 200 bin Avro ve sirket ise 1 milyon Avro’ya kadar
ceza.

* Sikayetcilerin korunmasi sistemi ve sikayet hatlarinin
kurulmasi zorunlu olmasi

» Kolaylastirici 6deme istisnasi yok, 6zelden 6zele risvet de suc¢
kapsaminda

e Sorusturmanin ertelenmesi s6zlesmesi imkani

This presentation is prepared by Altug Ozgiin for TEID.
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Gesetz zur Bekampfung der Korruption

* Amaci: Uluslararasi mevzuat elementlerini i¢ hukukta yansitmak.
Yabanci kamu gorevilileri

. KapO.T,alm: Yolsuzluk ve Kara Para Aklama. Sirketleri de kapsayan
mode

» Aktif ve Pasif rlisvet suc kapsaminda

 Ozel riisvet: Rekabetden - isveren Modeline-
Geschaftsherrenmodell

. Celia Kanunu (Strafgesetzbuch) — 10 yila kadar ceza. FP istisnasi
yo

e idari islemler Yasasi - (Ordnungswidrigkeitengesetz) — 10mn
Euroya kadar ceza

* Ayri bir otorite yok — savcilik

* 2016 — Saglik sektorl igin 6zel duzenleme - (Gesetz zur
Bekampfung der Korruption im Gesundheitswesen)

This presentation is prepared by Altug Ozgiin for TEID.
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Tuarkiye’deki durum

Ozel bir risvetle miicadele yasasi yok!

* Turk Ceza Kanununda kisilerin ceza ehliyeti var
sirketlere sadece guvenlik tedbirleri uygulaniyor,

* TCk 252 kamu gorevlisine rtsvet alma ve verme

sucu 4yildan 12 yila kadar hapis. (Halka Acik Anonim
Sirketler adina hareket eden kisilere de uygulanir)

» Kabahatler Kanunu 43/A — sirketlere idari para
cezasl (3,7mnTLye kadar)

* Kamu gorevlisinin Hediye alma yasagi — 657savil
Kanun ve Kamu Gorevlileri Etik Davranis llkeleri
Yonetmeligi

This presentation is prepared by Altug Ozgiin for TEID.
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Global Yolsuzlukla Micadele yasalarinin = &:sas

getirdikleri
* Proaktif ve dnleyici yaklasim
e Sirkete, sektore, tlkeye, bolgeye 6zel uyum programlari B D
* Etik ve Uyum Yonetiminin bir meslek olarak gelismesi 8 e iute

PERSON

* Etik KlltUre dair degisim programlari — Egitim ve Farkindalik

e Ust ve Orta Yonetim Destegi
e Konusma (Dile Getirme) Kultlri
* Risk Analizi ve Olgme

* |c denetim & siirekli gelisim programlarinin deger kazanmasi

This presentation is prepared by Altug Ozgiin for TEID.



ANALYSIS ON CORRUPTION & FRAUD
AND TURKEY’S POSITION



resentation is prepared by Fikret Sebilcioglu for TEID.

TWO NGO & TWO SURVEYS

TRANSPARENCY ASSOCIATION OF CERTIFIED
INTERNATIONAL FRAUD EXAMINERS

2018 Report to the Nations on

2017 Corruption Perception Index Occupational Fraud and Abuse

www.transparency.org www.acfe.com

TRANSP/ '_RS ICY
INTERNATIONAL

. the global coalition




TRANSPARENCY
INTERNATIONAL

2017 CORRUPTION
PERCEPTION INDEX

This presentation is prepared by Fikret Sebilcioglu for TEID.




CORRUPTION PERCEPTIONS
INDEX 2017

The index, which ranks 180 countries and
territories by their perceived levels of public
sector corruption according to experts and
businesspeople, uses a scale of 0 to 100, where 0
is highly corrupt and 100 is very clean. This year,
the index found that more than two-thirds of
countries score below 50, with an average score
of 43. Unfortunately, compared to recent years,
this poor performance is nothing new.

B
Less Risk More Risk

This presentation is prepared by Fikret Sebilcioglu for TEID.




2017 CORRUPTION PERCEPTION Turkey's extremely poor performance i the

index in recent years continued well into 2017,
I N D EX RAN KI N G too. In 2017 Turkey dropped to the 81st place

from 75th place in 2016. Unfortunately, Turkey

is among the five worst-performing countries

in corruption perceptions index from 2012 to
2107.

Since the Corruption Perceptions Index
measures the public’s corruption perception,

1 - New Zealand

16-USA naturally, the state of public sector in Turkey
29 - Portugal affects our position in the index. Possible
circumstances that may have affected this
48 - Rwanda

tendency can be summarized as follows:

57 - Saudi Arabia

» For the last 19 months, Turkey has been in a

|
|
|
|
|
77 - China | state of emergency and governed by decree
|
|
|
|
|
|

» More than. 40% of public purchases (tenders)
are not subject to Public Procurement Law
and 28% of those subject to this law are not
conducted in an open tender

» The negative impression regarding the
pressure on freedom of the press and civil
society

81 - Turkey / Morocco / India

96 - Brazil

122 - Azerbaijan

135 - Russia

175 - Sudan

180 - Somalia

This presentation is prepared by Fikret Sebilcioglu for TEID.
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ociation 0 f Certified Frauc | Examiners

2018 REPORT TO THE NATIONS ON
OCCUPATIONAL FRAUD AND ABUSE

This presentation is prepared by Fikret Sebilcioglu for TEID.
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To help measure the financial

o e CFES ESTIMATE THE TYPICAL
asked to provide with their best

estimate, based on their experience,

et | ORGANIZATION LOSES 5% OF

typical organization loses in a given
year as a result of fraud. The median

semiede™ | ANNUAL REVENUES TO FRAUD

This presentation is prepared by Fikret Sebilcioglu for TEID.



SIMPLE CALCULATION!
(Billion USD Dolar)

L
:

GDP FRAUD LOSS Each Turkish Citizen
74,160 3,708 Pays Roughly
800 40 500 USD (2.400 TL)

for Fraud Loss




FRAUD AND ABUSE CLASSIFICATION SYSTEM (FRAUD TREE)

¢ Asset Misapproriation Financial Statement Fraud

. . - . . Net Woth/Net Income Net Woth/Net Income
Conflict of Interest Bribery lllegal Gratuities | Economic Extortion
Overstatement Understatement

Inventory of All
Other Assets
Theft of Cash Theft of Cash Fradulent
on Hand Receipt Disbursements

This presentation is prepared by Fikret Sebilcioglu for TEID.



HOW IS OCCUPATIONAL FRAUD COMMITTED?
FREQUENCY AND MEDIAN LOSS

Financial Statement

$250,000

38%

Corruption

Asset
Misappropriation

89%

$114,000

PERCENT OF CASES MEDIAN LOSS



CORRUPTION

Corruption represents one of the most significant fraud risks for organizations in many
industries and regions. Understanding the specific factors involved in corruption schemes

can help organizations effectively prevent, detect, and investigate them.

ag» WESTERN ; EASTERN EUROPE AND
EUROPE B WESTERN/CENTRAL ASIA

SUB-SAHARAN
AFRICA

LATIN AMERICA
. AND THE
CARIBBEAN

This presentation is prepared by Fikret Sebilcioglu for TEID.



SUISTIMALIN SAKLANMASI

SUISTIMALCI TARAFINDAN EN SIK UYGULANAN ILK 8 GIZLEME YONTEMI

01100101
01100101
01100101 ||
Sahte fiziksel Fiziksel belgelerin Muhasebe sisteminde Muhasebe Elektronik belge Fiziksel belgelerin  Sahte elektronik Sahte yevmiye
belge olusturma degistirilmesi hileli islemlerin  sisteminde islemlerin  ve dosyalarin imha edilmesi  belge ve dosyalarnn kayitlarinin
olusturulmasi degistirilmesi degistirilmesi olusturulmasi olusturulmasi

1 T 11

This presentation is prepared by Fikret Sebilcioglu for TEID.




This

presen

HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED?

TIP

INTERNAL AUDIT

MANAGEMENT REVIEW

BY ACCIDENT

OTHER

b=

CCOUNT RECONCILIATION

DOCUMENT EXAMINATION

EXTERNAL AUDIT

SURVEILLANCE/MONITORING

NOTIFIED BY LAW ENFORCEMENT

T CONTROLS

CONFESSION

tation is prepared by Fikret Sebilcioglu for TEID.

40%

15%

13%

7

a2

6%

5%

4%

4%

3%

2%

1%

1%

THE MOST COMMON
DETECTION METHOD

TIP
40%

INTERNAL
AUDIT

15%

)

MANAGEMENT
REVIEW

13%

:



WHO REPORTS OCCUPATIONAL FRAUD?

MORE THAN 40 % OF THE TIPS
ovee THAT LED TO FRAUD DETECTION
L CAME FROM PEQOPLE QUTSIDE

owner

2%
; Customer THE ORGANIZATION
Competitor
3%
Other
0, Anonymous
14%

This presentation is prepared by Fikret Sebilcioglu for TEID.



Coffee Break




THIRD PARTY INTEGRITY
RISK MANAGEMENT

This presentation is prepared by Fikret Sebilcioglu for TEID.



Third parties are critical to

compariet bt g CRITICAL ROLE OF

enterprise is an extended enterprise -
the creator and hub of a complex and

symbiotic network of third parties. By T H I R D PART l E s FO R
using the skills and resources of third

parties a company can grow its
business, access new markets and AL
harness innovation and resources.

>

. :f”’"

This presentation is prepared by Fikret Sebilcioglu for TEID.




THIRD PARTY UNIVERSE

 Vendors/suppliers

* Distributors/resellers

 Joint venture partners/consortium partners

» Advisors and consultants (tax, legal, nancial, business)

* Service providers (logistics, supply chain management, storage,
maintenance, processing)

* Contractors/subcontractors

* Lobbyists

» Marketing and sales agents

* Customs or visa agents

* Other Intermediaries

This presentation is prepared by Fikret Sebilcioglu for TEID.



1.Party
(Company

itself)

v

2.Party

(Customer)

l

sentation is prepared by Fikret Sebilcioglu for TEID.

e 4.Party

(Supplier/ " (Sub-contractor
Service 4 ( )' ‘

Provider)

MOVEMENT OF GOODS AND
SERVICES FROM VENDORS
TO CUSTOMERS
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BRIBERY INSTIGATED FROM WITHIN COMPANY
& CHANNELED THROUGH THIRD PARTIES

Bribery and

fraudulent activity

is triggered

(motivation,

rationalization,

opportunity)
Employee at Employee and Vendor issues Payment is Slush fund is
victim company corrupt vendor inflated or made to accumulated
designs fraud L\” form conspiracy ﬂ? fictitious f\ vendor by the [? at vendor
scheme ' invoice to victim authorisation '

company of employee

Employee or
bribe taker
collects money

Bribes is paid by
vendor, either to
employee or
bribe taker.

| This presentation is prepared by Fikret Sebilcioglu for TEID.



IMPLEMENTATION OF THIRD
PARTY RISK MANAGEMENT
PROGRAM

The OECD 2014 Foreign Bribery Report found that intermediaries -- agents,
distributors, brokers, subsidiaries, shell companies -- were involved in three out of
four of successful bribery prosecutions.

This presentation is prepared by Altug Ozgiin for TEID.
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First: Act Like A Photographer!

«Learn and analyze the dynamics of the company»

Some questions worth to consider:

- What is the business Dynamics? SWOT analyze, what
are the main drivers for revenue and expenses

- Isthere a procurement department and process
designed?

- Which departmants are working with which third
parties? Detailed info on contracts

- Which services are taken and are they in line with the
scope of the business of the company?

- Is it really necessary to use the third party?

This presentation is prepared by Altug Ozgiin for TEID.
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Compliance program analysis

- Is there a compliance department and how is it
positioned within the company?

- |Is there a pre-designed compliance program and

what are the elements of it? (anti-Bribery, Code of Conduct,
Conflict of Interest, AML, Sanctions, Data Privacy, Third Parties, Speak up and etc...)

- Is there a compliance training and communication
program? How are the trainings monitored?

- Is there an effective speak up program and hotlines?
- Tone at the top and middle?

- Risk assessment & monitoring?

This presentation is prepared by Altug Ozgiin for TEID.



Take a glance to third party risk =7
management

- How is the third party selecion process designed?
- |Is there an effective due diligence process defined?
- Do the third parties use vendors?

- Do the third parties have an access to whistleblowing
ines?(hotlines)

- Do we have effective contracts with third parties?
(compliance provisions, data privacy, right to audit and
etc..)

This presentation is prepared by Altug Ozgiin for TEID.
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Third Party Due Diligence (dd)




Process Engineering i

7

- Who will be the owner of the process? \
- Who will conduct the dd? ‘\ \\\\\\;})}’/)7”” , \
- When will a dd be renewed? \ "
- Who will communicate with the third
party??

- How will the dd process be imposed on
third parties? What will be the outcome for
the ones who do not will to participate?

This presentation is prepared by Altug Ozgiin for TEID.
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Ethics & Reputation Society

Risk Based Approach

- Risk mapping and risk assessment of the
company and the related industry.

- Classification of third parties based on
risks (high, medium, low as an example)

~

iy i

— Considering to deep dive over sub- ISK ASSESSMENT
vendors, board members and shareholders
of third parties

This presentation is prepared by Altug Ozgiin for TEID.
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Preparation for DD

DD checklist/questionnaire
History of the third party
Reference check
Documentation requests

-Trade Registry documents

- Financial Data

- Important Litigation and sanction process
- Compliance culture and program

This presentation is prepared by Altug Ozgiin for TEID.



[ ]
. . TEID®
On site visit ke oo Derne

- Facility on site check
- Interviews with key stakeholders
- Additional documentation review on site

-Books and records

-Cash and bank flow data

-Grants and donations

-Travel, entartainment and hospitality expenses

-Contracts with sub-vendors

- Quality certificates and audit reports

- Similar documentation previously aligned with
third party

- Expense

This presentation is prepared by Altug Ozgiin for TEID.



Some examples to Red Flags i e

LESSONS LEARNED FROM UNAOIL CASE:

-Third parties that do business in high-risk regions of the world, have ties to foreign
government officials, or that have a low or shady profile.

-Refusal to provide requested information; |
-Refusal to disclose beneficial owners; H
-Credible, corroborated, negative media reports; !
-Inclusion on a sanctions list or Politically Exposed Person (PEP) list; N

-Material misrepresentations during the due diligence process;

-A history of bribery and corruption; or

-An ongoing criminal investigation.

- if the service the third party provides is unclear, “which would deserve extra
scrutiny,

This presentation is prepared by Altug Ozgiin for TEID.
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LESSONS LEARNED FROM MONDELEZ CASE @i

From a compliance program perspective, no third party
representative can ever be hired without appropriate due diligence.
If there is some level of due diligence that is less than standard, there

must be an appropriate level of compliance review, coupled with
senior management and, perhaps, even Board oversight.

All contracts must be in writing with clearly specified terms. Right to
audit and right for termination.

All invoices must be in writing, with sufficient specificity to enable a
regulator (or auditor) looking at it years later to determine what
services were delivered that were compensated by the company.

This presentation is prepared by Altug Ozgiin for TEID.
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DD report and contract process

A report with addtional assessment on risk areas (red flags) needs to be
prepared and shared with the decision makers.

Decision:
, or reject
o Nes
- Assessment and remediation of red flags mayb®

- Contract process with effective compliance provisions
- Communication of the outcome with third party

- Renewal of the process
- Annual certification signed by third party

tation is prepared by Altug Ozgiin for TEID.
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Quality of the due diligence

- Considering to implement automated
process and Al for a efficient and fast
assessment (especially for high volume of
third parties)

- Ask for outsource help when needed

- Effective communication with third parties

This presentation is prepared by Altug Ozgiin for TEID.



US DOJ Guidelines for an effective compliance program — TEID®

Ftik ve Itibar Dernegi

questions to consider for an effective third party risk
management

* Risk-Based and Integrated Processes — How has the company’s third-
party management process corresponded to the nature and level of
the enterprise risk identified by the company? How has this process
been integrated into the relevant procurement and vendor
management processes?

* Appropriate Controls — What was the business rationale for the use of
the third parties in question? What mechanisms have existed to
ensure that the contract terms specifically described the services to be
performed, that the payment terms are appropriate, that the
described contractual work is performed, and that compensation is
commensurate with the services rendered?

This presentation is prepared by Altug Ozgiin for TEID.



US DOJ Guidelines for an effective compliance program—  TEID@

questions to consider for an effective third party risk
Mmanagement

 Management of Relationships — How has the company considered and
analyzed the third party’s incentive model against compliance risks? How has
the company monitored the third parties in question? How has the company
trained the relationship managers about what the compliance risks are and how
to manage them? How has the company incentivized compliance and ethical
behavior by third parties?

* Real Actions and Consequences — Were red flags identified from the due
diligence of the third parties involved in the misconduct and how were they
resolved? Has a similar third party been suspended, terminated, or audited as a
result of compliance issues? How has the company monitored these actions
(e.g., ensuring that the vendor is not used again in case of termination)?

This presentation is prepared by Altug Ozgiin for TEID.



“If you think compliance is expensive,
try non-compliance.”

Former Deputy U.S. Attorney General Paul McNulty



thank you

Altug Ozgiin, Legal&Compliance Professional - Ethics and Reputation Society Board Member

Fikret Sebilcioglu, CPA, CFE, Anti-Bribery Specialist - Ethics and Reputation Society Board Member

istanbul, 07 June 2018




